This paper explores citizens' privacy concerns and online surveillance perceptions by using the survey data of 2,060 internet users in Croatia. Respondents can be categorised into two groups with significant differences in their perceptions of online surveillance, quality of regulation, trust in institutions, and trust in other people. The more online-privacy concerned group consists of on average less educated, older people, who spend less time online. Also, there are more females in this cluster. The main finding is that internet users who are very concerned about online surveillance tend to have limited trust in both the government and other people and limited faith in the ability of regulation to protect them. More concerned people tend to adopt countersurveillance strategies such as providing false data on the internet.
Introduction
Living in a digital age sheds an entirely new light on surveillance. We live in a surveillance society, as David Lyon noted more than twenty years ago (Lyon 1994) , and surveillance is still an underexplored issue in post-communist countries (see for example Webster et al. 2011 ). This paper aims to fill the gap in this body of research by offering empirical evidence on public perceptions of surveillance in online environments in a post-communist context.
In a global, digitalised world, surveillance seems to have no boundaries online. The literature on surveillance and the internet is rapidly evolving and this field requires constant investigation (see for example the earlier works in the book edited by David Lyon [2003] and in Andrejevic [2007] , as well as recent developments collected in Fuchs et al. [2013] ). Some studies noted that "the internet contributes to ever-increasing levels of surveillance" (Whitson 2010: 243) due to the inter alia surveillant features of internet technologies (Wall 2006) . Allmer (2012) offers a systemised review of internet surveillance studies and internet surveillance definitions and elaborates on the economic purpose of internet surveillance. Built on the premise that internet surveillance exists, our motive was to investigate how an internet user in a post-transition, postcommunist country deals with it, in terms of the level of surveillance concern expressed and actions taken. It is almost impossible to find a single person in a post-communist European country who lives entirely isolated from the internet. Even if an individual, for example, does not browse the internet and has no smartphone, he or she may live in a video-surveilled neighbourhood or has to use an electronic ID pass to enter a workplace building. Our study was done in Croatia, where in 2016 the percentage of regular internet users was seventy-one per cent, which is close to the EU average of seventy-nine per cent (DESI 2017) .
When online, internet users are exposed to monitoring and surveillance, but it is not clear to what extent users are aware of it and if they would be willing to change their behaviour based on their level of concern. Concerns about privacy intrusion online are usually related to the excessive collection of personal data and (mis)use of this information, and there is abundant literature on privacy studies that investigate users' information privacy concerns (Pavlou 2011; Malhotra, Kim, and Agarwal 2004; Phelps, Nowak, and Ferrell 2000) . Online privacy involves the right of an individual to have a say on personal data storage, secondary use, transfer to third parties, and the public availability of one's information online. The invasion of privacy on the internet includes actions such as unauthorised collection, access, disclosure, or secondary use of personal information (Wang, Lee, and Wang 1998) .
In response to privacy threats, people employ different strategies and change their behaviour accordingly. Some internet users might ignore privacy infringements, while others might proactively take protective measures. These might include, for example, providing false personal information, installing a private browsing software program, or even deciding to interrupt online activity. Withdrawal from the internet or a specific website or online service is frequent in cases when an internet user feels that too many personal or private details are required. Such behaviour is well known in the marketing literature and falls into the resistance to digital surveillance domain as well (described more in depth by Martin, Van Brakel, and Bernhard 2009) .
The results of this study are based on the analysis of telephone survey data. The data were gathered in Croatia in 2016 on a representative sample of the national population (n = 2,060). Survey respondents were asked about their attitudes towards surveillance and privacy in the online environment. The central research questions of the study were as follows:
• Are there different groups of citizens that have different attitudes towards surveillance? • How do different levels of trust in institutions and trust in people shape their concerns towards surveillance in the online environment? • Consequently, do internet users take different actions in protective behaviour when online, depending on common group characteristics? • Are there differences in socio-demographic characteristics among those groups?
Although our project used Croatia as a case study, we believe that Croatia could stand as a good case study for other (post)transition economies, being a new EU member-state and a typical Western Balkan post-communist country. This paper tries to answer the above-mentioned questions by offering an overview of the main findings of our study. The paper is structured as follows: First we provide a literature overview of the existing studies on surveillance concern and protecting personal information when online, with a special focus on postcommunist societies. Further we describe the data and variables employed to explain the differences in the model together with the survey methodology. K-means cluster analysis results are presented and discussed in the following section. The last section concludes and suggests lines for future research.
Previous Empirical Studies
Empirical studies on internet surveillance in post-communist countries are rather scarce. 1 In particular, we do not know much about attitudes and behaviour of social groups exposed to surveillance or at privacy intrusion risk in the digital age. Budak, Rajh, and Recher (2017) included Hoftede's national culture dimensions in their model of examining online privacy concerns in Croatia. Previous research contiguous to this issue was comprised of survey-based studies dealing primarily with privacy issues and tackling surveillance issues as well. Budak, Rajh. and Anić (2015) published a comparative study of privacy and surveillance as experienced by citizens in Western Balkan post-communist countries. It had been preceded by a similar study for Croatia (Budak, Anić, and Rajh 2013) , in which the authors identified three groups of Croatian citizens with different opinions: "pro-surveillance" oriented citizens; citizens concerned about being surveilled; and citizens concerned about data and privacy protection. The identified groups of citizens differed in age and level of education but no significant differences among groups were found with respect to gender, employment status, and household income.
This study contributes to a better understanding of internet surveillance issues in a post-communist country, since previous studies explored surveillance in an offline context and/or in western countries, in particular in the United States.
We argue that internet users' online privacy concerns in a post-transition country reflect citizens' surveillance concerns in the post-communist society. The idea that privacy and surveillance concerns represent two sides of the same coin is not a new idea. For instance, Stalder (2002: 121) states, "Everyone agrees that our privacy has been eroding for a very long time-hence the notion of the 'surveillance society'." This nexus has been amplified by the rapid spread of internet surveillance enabled by Web 2.0, as discussed by Fuchs (2009) .
Privacy is all about having control (see Allen 2000) , and by successful surveillance somebody else takes control over personal information. Losing control over personal information means losing information privacy, which is an important dimension of the broader concept of privacy (Koops et al. 2017) . Therefore, privacy concerns of internet users relate to their online surveillance concern. Raab and Goold (2011) argued that if privacy is seen as an ability to control information, then (un)fair information practices will be seen as major privacy concerns. Informational privacy relates to an individual's right to determine how, when, and to what extent information about oneself will be released to another person or organisation (Westin 1970) , and surveillance puts this right at risk.
Despite different definitions 2 and the ongoing debate about the notion of privacy, its value for the information society is fundamental (Introna 1997) . It remains a foundational positive good and right (Ess and Fossheim 2013) , which makes privacy intrusion a violation of conceptual values (Introna and Pouloudi 1999) . Privacy, however, is a vague concept of personal space under the control of the individual (Stalder 2002) , and both the notion of privacy and privacy protection are ambiguous, particularly when it comes to information privacy.
The traditional (Westin 1970 ) offline disclosure of personal information recognizes three types of consumers: pragmatic, unconcerned, and fundamentalist. A pragmatic response would be a trade-off based on the privacy paradox, where a consumer despite his or her privacy concerns provides personal information in exchange for the benefits offered in return (Norberg, Horne, and Horne 2007 weigh the expected benefits against perceived risks, and this "privacy calculus" shapes their intentions to disclose personal information (Smith, Dinev, and Xu 2011) . This effect might be more pronounced in the online environment, which offers the advantages of internet shopping, e-banking, social networking, and other services online.
Privacy intrusion is enabled by excessive surveillance and enhanced by advanced information and communications technologies; digitalised everyday tasks have created a huge desire to use the personal data collected in the interest of government and public organisations (Rauhofer 2008 (Rauhofer , 2009 ). This supports our view that online privacy concern originates from excessive surveillance in the online environment, and thus measuring the level of privacy concern of internet users is a good proxy for surveillance concern in the online environment. Concerns actually reflect trust, as suggested by some studies (Svenonius and Björklund 2018) . Despite a lot being written on trust, there is no conclusive evidence on the trust and privacy concern nexus. In their review of existing surveys on trust and surveillance, Watson and Wright (2013) showed that individuals are more likely to trust public institutions over private firms, suggesting that further research on the topics of trust and surveillance is needed.
We hypothesise that a relationship exists between the level of surveillance concern and social trust, and individual perceptions of the current regulatory framework. Therefore, in the analysis, we have included questions measuring trust. Two sets of questions were employed: one designed to estimate the extent of confidence in institutions and another measuring general trust in people (Naef and Schupp 2009 ).
There is a consensus in the literature that privacy concern corresponds to a person's willingness to share personal information (Dinev and Hart 2006) , transaction activity (Pavlou, Liang, and Xue 2007) , and level of government regulation (Milberg, Smith, and Burke 2000) . Wirtz, Lwin, and Williams (2007) indicate that citizens who show less concern for internet privacy are those individuals who perceive that corporations are acting responsibly in terms of their privacy policies and that sufficient legal regulation is in place to protect their privacy, and they have greater trust and confidence in these power-holders. Trust is recognised in the literature as an important determinant of individual behaviour in the online environment (see, for example, Kehr et al. [2015] or Bansal, Zahedi, and Gefen [2016] ). There is also research that examines the impact of regulation and legal and regulatory policies on online privacy concern . Past research indicates that internet users often have limited knowledge and resources to protect their data and thus they tend to rely on institutional laws and regulations. Rust, Kannan, and Peng (2002) showed that regulation is considered to be very important in the orientation of privacy perceptions. Similarly, a study conducted by Lwin, Wirtz, and Williams (2007) showed that the perceived effectiveness of regulatory policies and their enforcement reduce consumers' online privacy concern. On the basis of these findings, the perceived quality of regulation is assumed to be related to the online surveillance concern.
To reduce their level of concern, internet users may engage in various types of protective behaviour, particularly when they perceive high levels of threat in online transactions. Lwin, Wirtz, and Williams (2007) suggest that one might fabricate personal information (that is, disguise the identity through providing false information), adopt technology-based tools to protect personal information (for example, use encryption, cookie-busters, and anti-tracking software), and withhold from interacting with a website (possibly refusing to provide information or to patronise websites). Milne, Rohm, and Bahl (2004) suggest that individuals engage in online identity theft protection behaviour that includes checking the security of online forms, using separate e-mail accounts, rejecting cookies, reading privacy policies, and/or encrypting their e-mails. The Surveillance Project (2008) explored various actions taken to protect personal information in an international setting and showed that people in different countries refuse to give unnecessary information and purposefully give incorrect information in order to protect their private information. Therefore, behavioural variables in terms of fabricating data, protecting data, and withholding data are included in the analysis. We were also interested to see if, despite the surveillance concern, internet users value the perceived benefits of online activities.
The preliminary research of Budak, Anić, and Rajh (2013) traced the directions for further investigation. Four years later, the authors' research interests moved to surveillance concerns online, so in 2016 another survey on a larger sample of Croatian internet users only was conducted. The instrument employed in the new research was tailor-made to assess their attitudes and behaviour in the online environment. In this current research, we applied a newly developed questionnaire on a different survey sample, so the resulting two clusters of two thousand internet users are not comparable to the clusters of five hundred Croatian citizens found in the earlier Budak, Anić, and Rajh (2013) research. Details on the survey data and methodology used in this research are presented in the following sections.
Data and Methodology
The survey data employed in this study originate from a large survey conducted in Croatia at the beginning of 2016. The survey was administered through telephone interviews conducted by in-house interviewers. An online national phone number directory was used as a sampling frame. The sample was created by a stratified sampling method based on a one-way stratification by twenty-one counties. The sample allocated to each stratum was proportional to the assessed number of internet users in each stratum. Within each stratum, a combination of simple random and systematic sampling was applied. Thus the pages from the phone book were selected using a simple random sampling procedure. Sample units within each page were selected applying a systematic sampling procedure (selecting every k th unit from the page). The final sample consists of 2,060 internet users aged 18 or older (response rate of 10.8%).
We surveyed only the internet users, identifying them by asking the first eliminating question: "Are you an internet user?" and only those who answered yes (the internet users) participated in the survey. Based on the eliminating question, 418 (20.3%) individuals were rejected from further interview because they were not internet users. The structure of the final sample is proportional to the population of Croatian internet users in terms of age group and gender, based on secondary data assessments, and is in accordance with previous studies of internet users in Croatia (Dumičić and Žmuk 2009; CBS 2016) .
The summary statistics of the sampled respondents are presented in Table 1 . The questionnaire included twenty-eight questions on concerns regarding online surveillance, trust in institutions, trust in other people, the perceived quality of regulation, the perceived benefits of internet use, and fabricating, protecting, and withholding data. Each item in the questionnaire was measured by a fivepoint Likert-type scale, ranging from 1 (strongly disagree) to 5 (strongly agree). 3 Items and Likert-type scales were taken and adapted from the literature.
Since some important methodological issues regarding the use of concepts of privacy, security, surveillance, and trust in public opinion surveys have been raised (Watson, Finn, and Barnard-Wills 2017; Svenonius and Björklund 2018) , these have been resolved in our survey by applying the previously developed and tested scales. The construct "concerns regarding online surveillance" was measured by using a question indicating an individual's level of perceived harm or vulnerability when using the internet, which was originally developed by Malhotra, Kim, and Agarwal (2004) . In translating and refining the question, we paid attention to choosing the correct semantic form to express online surveillance concern in Croatian. We decided to use the expression "handling personal information and safeguarding privacy" rather than the term "surveillance" to avoid strong negative associations with political surveillance, control, and espionage.
Demographic characteristics of the respondents-in our case, internet users-might explain the level of online privacy concern (see Zhang, Chen, and Wen 2002; Hoy and Milne 2010) , so gender, age, education, household income, and occupation were also included in the analysis.
The collected data were first analysed by means of exploratory and confirmatory factor analysis, and Cronbach's alpha coefficients were calculated for each scale. The purpose of this stage of the analysis was to assess the reliability and construct validity of the applied measurement scales (Churchill 1979) . The Cronbach's alpha coefficients were calculated to assess the reliability of measurement scales, while the exploratory and confirmatory factor analyses were used to assess their construct validity. At the second stage of the analysis, K-means cluster analysis was employed to determine the segments of population with similar values, while differences in respondents' values between the groups were analysed using a chi-square test.
The Cronbach's alpha values were in the range between 0.67 and 0.87 (with one value of 0.5), indicating an acceptable level of scale reliability. Both exploratory and confirmatory factor analysis confirmed the eight-factor solution, indicating an acceptable level of construct validity.
Results and Discussion
The initial set of twenty-eight items was tested by using the exploratory factor analysis in order to test the construct validity of applied measurement scales. The principal components analysis was employed to extract the factors. The Kaiser-Guttman rule was used to determine the number of factors to extract. The exploratory factor analysis indicated eight distinct factors, explaining 66.4 per cent of the total variance (Appendix II).
The confirmatory factor analysis was performed as an additional test of construct validity. The specified measurement model included eight uncorrelated factors with uncorrelated measurement errors. The goodness-of-fit index (GFI) and the adjusted goodness-of-fit index (AGFI) were 0.92 and 0.90, respectively. The normed fit index (NFI), the non-normed fit index (NNFI), the comparative fit index (CFI), and the Root Mean Square Error of Approximation (RMSEA) were 0.90, 0.90, 0.91, and 0.058, respectively. Fit indices indicated an acceptable level of the fit of the model (Hu and Bentler 1999) . The results of the confirmatory factor analysis indicated an acceptable level of convergent and discriminant validity, and unidimensionality (Appendix II).
The K-means cluster analysis was employed to classify the internet users in Croatia according to their online surveillance concern, the perceived quality of privacy regulation, trust in institutions, and trust in people. The Hartigan index was used as a criterion for determining the number of clusters in a data set. 4 Variables that were used in the K-means cluster analysis were calculated as the unweighted average values of corresponding items for each factor. These mean values were taken as an input in the K-means cluster analysis. The K-means cluster analysis identified two homogeneous segments of citizens, and ANOVA results indicated that there are statistically significant differences among those two segments for all analysed variables (Table 2) . The average mean values for the total sample show that Croatian internet users are concerned about surveillance when online (mean = 3.56), and the perceptions of the quality of regulation are perceived low (mean = 2.29). They have almost no trust in other people and strangers. The trust in institutions is, however, a bit stronger but still below the mid-score of 3.0. The low trust the internet users in Croatia have in institutions and in people is in accordance with the past research on the low level of trust in postcommunist countries. Sapsford and Abbott (2006) showed for the ex-USSR countries that trust in people and trust and confidence in the government and government institutions were poor (Georgia performing the worst and Kyrgyzstan the best among eight former Soviet Republics). In the period from 2006 to 2010, Habibov and Afandi (2015) observed changes in trust in twenty-seven countries of Eastern Europe, Caucasus, and Central Asia. Interpersonal trust was low but increased over time, while institutional trust decreased. The share of citizens who do not trust any institutions in transition countries 5 increased to 19 per cent. When it comes to Croatia, the seminal work of Štulfoher (2004) showed that from 1995 to 2003, trust in state institutions had deteriorated by about a half, and a later study of Budak and Rajh (2012) reconfirmed the lack of trust in institutions in Croatia. Since trust fosters the acceptance of surveillance practices, the lack of social trust and confidence in the efficiency of regulatory frameworks certainly contributes to the heightened surveillance concerns of Croatian citizens when online. Interestingly, there are two groups of internet users in Croatia with statistically significant differences in all four analysed variables (Figure 1 ).
Figure 1. Surveillance concern clusters of internet users in Croatia
The first group, Cluster 1, has higher levels of online surveillance concern, and at the same time this group has lower levels of trust in institutions, trust in people, and the perceived quality of privacy regulation. The second group, Cluster 2, has lower levels of online surveillance concern, but at the same time higher levels of trust in institutions, trust in people, and the perceived quality of privacy regulation. This is in line with the previous literature on trust, found for example in Hardin (2009) and in del Pino, Calzada, and Diaz-Pulido (2016).
T-tests and chi-squared tests were additionally conducted to explore differences among the identified groups (Table 3) . Research results indicate that there are statistically significant differences among the identified groups in all four analysed behavioural variables: engaging in protective behaviour (fabricating, protecting, and withholding) and giving out personal information over the internet in exchange for the benefits of internet use. The group of internet users that are more concerned about surveillance (Cluster 1) is also more often engaged in all forms of protective behaviour, and those users are less likely to exchange their privacy for the benefits of internet use. In order to protect their personal data when online, people prefer to withhold the information, instead of installing a protective software program or fabricating the data (for example, providing a false date of birth). The identified groups also differ in terms of demographic characteristics of the respondents, such as age, gender, education level, and household income. Internet users from the group that is more concerned about online surveillance (Cluster 1) are on average less educated older people; also, there are more females in this group. It is interesting that more concerned internet users spend less than one hour per day online. On the other hand, internet users who are less concerned about online surveillance (Cluster 2) and trust their peers to a greater extent, tend to be younger and better educated, as well as spend more time online; there are more males in this group.
Figure 2. Structure of clusters according to the age of respondents
We consider the age structure of clusters most interesting (Figure 2 ). Grouping the respondents in three brackets, we get young (aged 18-39), middle-aged (40-49), and older respondents (over 50). The rationale behind the distribution key was the fact that in 2016 (at the time of the survey), the respondents below the age of 40 had not experienced living in communism, which had lasted in Croatia until 1990, or they were young primary school pupils at that time. The middle-aged group was young during the time of the past regime, and the respondents over 50 had fully experienced living in the post-communist country. In both clusters, the middle-aged group is represented by almost an equal share (22-23%). In more surveillanceconcerned Cluster 1, almost 27% of members are aged 50 and over, compared to the lower share of older respondents in less concerned Cluster 2 (below 20%). The share of younger respondents in Cluster 1 is 57%, compared to 50% of younger members in Cluster 2. The results of the cluster analysis are significant and intriguing. The fact of living in a surveillance society in the past, as well as the age of respondents, is worth further examination to test if older people tend to more frequently employ countersurveillance measures because of their previous experiences of communist rule.
The findings about internet users' surveillance concerns are quite different when compared to surveillance concerns of the Croatian population in general (Budak, Anić, and Rajh 2013) . This indicates that attitudes and behaviour change in the online environment. For example, young people are generally more concerned about being surveilled, but when they are online this concern decreases. Other characteristics of Cluster 2 offer a plausible explanation: young people are more used to the internet way of data flow, meaning they are ready to trade off some personal information for the perceived benefits. Other findings of Budak, Anić, and Rajh's (2013) research indicate that citizens' concerns about data and privacy protection increase with higher levels of personal education, which is clearly not the case among internet users. More educated internet users are less concerned about online surveillance, and one possible explanation might be that they trust the internet community when online and feel protected by a company and/or government policies and rules on privacy. The subpopulation of internet users in Croatia obviously shares different attitudes and behaviours when compared to the rest of the nation. Having in mind that the share of internet users in a population increases rapidly and that more and more activities are becoming available online, these findings offer useful lessons for policymakers and for business strategies of companies operating online as well.
Conclusion
Empirical research on a large sample of internet users in Croatia showed that there are clearly two groups of citizens sharing different levels of surveillance concern. More concerned internet users have much lower social trust and perceive the quality of relevant regulation as poor. This group consists of mostly older citizens, predominantly with secondary education or less, and with lower household income. Surveillance concern results in more protective behaviour of internet users in terms of giving false information over the internet, abstaining from giving out personal information, and so on. This leads us to the conclusion that surveillance concern in the online environment has behavioural consequences. More concerned people are older and have low trust in institutions and regulation. These findings are in line with the previous research on the importance of trust in the effectiveness of regulation. If internet users do not believe that regulation in force is protecting them effectively against privacy infringements, they are more concerned and employ self-designed strategies to protect their personal data when online. These results about internet users' behaviour outcomes are complementary to the findings on "pro-surveillance" oriented individuals in Croatia who trust privacy protection procedures more than other groups of citizens (Budak, Anić, and Rajh 2013) .
It remains to be explored further whether that corresponds to the previous negative experience originating from the communist past of Croatia. As far as the older citizens are concerned, the transition period may not have erased individual memories of surveillance from the past. The results of this empirical research fill the gap in the underexplored area of contemporary online surveillance concern literature and suggest areas for future research. A study comparing views on surveillance between young and old people and a regression analysis of the model with age and other antecedents of surveillance concern online would determine causal relationships and shed more light on this issue.
The findings of this research provide better understanding of surveillance concerns among internet users in a post-communist country and their interrelationships with behaviour and socio-demographics. The findings also provide an important prerequisite for a better understanding of online behaviour, since surveillance concern stands as a determinant of individual behaviour in the online environment. 0.79 0.58* Note: CFA fit indices: GFI = 0.92, AGFI = 0.90; NFI = 0.90; NNFI = 0.90; CFI = 0.91; RMSEA = 0.058 * Factor loadings significant at p < 0.01 level
